How To Integrate 1IS6 and Apache Tomcat

By Glenn Barnas / InnoTech Consulting Group
www.innotechcg.com

This is a step by step guide to installing Apache Tomcabi® systems running IIS 6.0. The process
should work on other combinations of 1IS and Tomcat with minimal adjustments.

System Configuration:
For this installation, | used the latest versions of software available during May, 2007.

T  Windows Server 2003 StandEdition (no change for Enterprise) w/-3P
Internet Information Services (IIS) 6.0

Sun Java RuntimdRE 6.0 Update 1

Apache Jakarta Tomcat version 6.0.13

=A =_ = =4

The isapi_redirect.dll version 1.2.22

Install the Java Runtime Environment

Launch the JRE inaller. When prompted, choose a custom installation. | disable the browser
integration, media support, and change the install path as shown. Click Next to start the install.

i# Java(TM) SE Runtime Environment 6 Update 1 - Custom Setup @

Custom Setup
Select the program features you want instaled.
The Java(TM) SE Runtime Environment with support for European languages wil be installed.
Select optional features to install from the kst below.
f— : ' e FAtUre Description
‘?vl Java(TM) SE Runtime Environment The Java(TM) SE Runtime
® @3~| Default Java for browsers Environment with European
53~ Additional Languages languages. This requires 143MB on
g3 - | Additional Font and Media Support your hard drive.
Instal to:
C:\Program Files\Java\jre\
Change...
< Back ] | Next> [ Cancel

Fig. 17 Java JRE Setup


http://www.innotechcg.com/

i¥# Java(TM) SE Runtime Environment 6 Update 1 - Complete [Xl

Complete

The Install Wizard has successfully installed Java(TM) SE
Runtime Environment 6 Update 1. Cick Finish to exit the
wizard.

Note: Al Internet Explorer windows will be closed in order to
complete the installation. Please save your work in any
Internet Explorer windows before ciicking Finish.

[ Launch Internet Explorer

Fig. 21 JRE Installation Complete

| prefer to run an automated install for thithe command line | used is shown below. You will need
to reflect the correct JRE.exe file name, and possibly ch&wededation of the log file.

jre - 6ul- windows -i586 - p.exe /s ADDLOCAL=jrecore INSTALLDIR=%ProgramFiles% \ Java \ Jre IEXPLORER=0

MOZILLA=0 JAVAUPDATE=0 REBOOT=Suppress WEBSTARTICON=0 /L %SYSTEMDRIVE% Temp JRE6setup.log

If you use the automated install commaraljaJAutomatic Updates are disabled. This is our
preferred setting on servers, SO we canh contr
manually installed Java, you can disable the automatic updates in the Java control panel.



Configuration of Java and Tomcat

Both Java and Tomcat need environment variables defined so applications can locate the folders that
they are installed to. Open the System Properties dialog box and select the Advanced tabckright

AMy Computer o and cheodEnwPiropememntesYarCl aklkedso
the dialog box.

System Properties KE3 Environment Varisbles [ 7] X]
Genaral | Comguter Hame | Haedwace |
Advanced | AdemsicUpdstes | Remte | User variables foe 1BamasG
Yous st be logged on a3 an Adsiriatiated bo make most of thee changes Variable. | Value
Pedatnarce
Visual elocts, processor schoduling, maemoy. usage, and viual memaey
_ Sotnge |
Usex Profles v gk | pees |
Detkiop settings 1elated to your logon
Saes I - System variables
Variable vahue | ﬂ
Statup and Pecovery QTMINMM E:\AppsiTomcak
3 Chusterlog CAWINDOWS\Chusterichuster log
System startup, zystem ladee, and debupging nfomation CeenSpec CAWINDOWS\systen32iomd. exe
4 FP_NO_HOST_C... NO
Settngs | JAVA_MOME E:\Javaljre |
EnceRepotteg | new | et | Delete I
ok | ceca | | [ ] coxa |
Fig. 31 System Properties Dialog Box Fig. 41 Environment Variables Dlag Box
Click ANewo on the System (|l ower) section of

applications will not work with User variables! When prompted, add a new system variable called
JAVA HOMET Set the value to the location where Java was indtallee consider Java a system
application, so it is installed to YfProgram Files.

New System Variable [ 2| X] I
Variable name: | JAvA_HOME
Variable value; I C:\Program Files\JavalIRE]

| oK I Cancel ]

Fig. 51 Setting the Java Environment Variable
While we are here, define the CATALINA_ HOME system variable that Tonecgtires. Specify

the path where you have decided to install To
is installed to the application driveE:\\AppsTomcat in this case.
New System Yariable [ 2] X1 I
Yariable name: l CATALINA_HOME
Variable value; I E:\AppsiTomcat|

| OK I Cancel

Fig. 67 Seting the Tomcat Environment Variable




Installing Tomcat

We are ready to begin the Tomcat installation at this point. Since Tomcat is designed to work with
several different web servers, it is not delivered with any components or configuration files for
spedfic web servers. Since this is the case, and IIS requires specific components and configuration
files, | prefer to put them in place before the installation of Tomcat.

Preparation
Having decided to install Tomcat to\BppsTomcat, start by creating soro&the folders that

Tomcat will use. We need to place two A.prope
Ai sapi _redirect.dll o file into the /bin/win32
you, but this is the standard locatomae d by Tomcat in the past. I n

refers to the folder where Tomcat is installe
environment variable you defined earlier.

1 Create the <TOMCAT®onf folder

1 Create the <TOMCATWIN\win32\i386 folder

1 Copy the isapi_redirect.dll file to <TOMCATin\win32i386
1

Create a Awor ker s. pr o p\enffolder. €apy theifdllaving linest h e
to that file to create a default configuration for testing.

# Define 1 real worker using ajp13
worker.list=worker1
# Set properties for workerl (ajp13)
worker.workerl.type=ajp13
worker.workerl.host=localhost
worker.workerl.port=8009
T Create a Auri wor ker map. p kanpfadert Gogyshe followiige i n
lines to that fileto create a default configuration for testing. This assumes that the root of the
Tomcat exampl es f ol dhesisthe defaudt anstdllatiah métheod farthis | e s

version.

lexamples/*=workerl
/examples/*.jsp=workerl
/examples/servlet/*=worker 1

1 Copy the following lines to a file called isapi.reg, and merge this registry file into your
server 0s s Bessuretmedit theg@ipath defipitions to reflect your
configuration before merging the registry file!

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINESOFTWAREApache Software Foundation \ Jakarta Isapi Redirector]

[HKEY_LOCAL_MACHINESOFTWAREApache Software Foundation \ Jakarta Isapi Redirector \ 1.0]
"extension_uri"="/jakarta/isapi_redirect.dll"

"I og_file"="E: \\ Apps\\ Tomcat\ \ logs \\ isapi.log"

"log_level'="debug"

"worker_file"="E: \'\ Apps\ \ Tomcat \ \ conf \ \ workers.properties"
"worker_mount_file"="E: \'\ Apps\ \ Tomcat \ \ conf \ \ uriworkermap.properties"
You will want to edit t hecenfigiratiprrisonorkimgtoireflectoouf i | e s

production environment. These are simply sample files to illustrate the relationship between workers
and URIs. These files will be reviewed in some detail at the end of this document.

Launch the Tomcat Installer

Runtheapachetomcat6.0.13.ex& 0 mma
splash screen, and

i nstall ati

d to start t he
[ the | icense a

n
f Agreeodo on



ent s, sel ect i F

When prompted to choose compon
JSP and Servelet f

acces to all of the exampl e .
select Tomcat and all its suiems, and deaelect everything else.

Apache Tomcat Setup HE= B3
Choose Components : 3
Choose which features of Apache Tomcat you want to install, =

Check the components you want to install and uncheck the compaonents you don't want to
install, Chick Next to continue.

Select the type of install: | Custorn LI
Or, select the optional =[] S >
f:ot’npments you wish to - [j » %
it [?] Service & [ts descrint g
E] Native

[j Start Menu Items

[T pocumentation

[] Examples
Space required; 5.3M6

<Back Next > cancel |

Fig. 7- Tomcat Setup Dialog for Ctgn Install
After choosing the components appropriate for your installation, you can select the install location.

Browse to the folder you specified in CATALINA_HOME. As | mentioned earlier, we prefer to not
install application software on the drive contag the O/S.
B Apache Tomcat Setup =10 X]

Choose Install Location ‘ 3
Choose the folder in which to install Apache Tomcat, =

Setup will install Apache Tomcat in the Following Folder. To install in a different Folder, click
Browse and select another folder. Click Next to continue.,

- Destination Folder

| E:\AppsiTomcat] Browse. ..

Space required: 5.3MB
Space avaiable: 7.9GB

soft Tnstall Systemn V2,27

< Back Next > Cancel

Fig. 81 Define the installation folder



Define the HTTP/1.1 Connector Port and Admin ID/Password on the next screen. The Connector
Port is the TCP/IP port that the Tomcat service bgllistening on. If no other web server is
utilizing this port, accept the default of 8080, otherwise choose an available port.

Define an appropriate user name and password fotbased Tomcat administration. Be sure to
foll ow your ¢ o mpsecargpaswogs an gredudtian sesvers. o

ﬂ Apache Tomcat Setup: Configuration Options

Configuration
Tomcat basic configuration.
HTTP{1.1 Connector Port | 8080
Administrator Login
User Name [admin
Password [ R
< Back Next > Cancel |

Fig. 91 Configuring the Tomcat Connector port and Admin password
The installer will locate your JRE paitirchange it only if necessary.

Bl Apache Tomcat Setup: Java Virtual Machine path selection M= E3

Java Virtual Machine 5 ~
Java Virtual Machine path selection, i

Please select the path of 3 J25E 5.0 IRE installed on your system:

I C:\ rogram FilesJavalye __J

< Back Instal Cancel |

Fig. 107 Configuring the JVM/JRE path

Click Install to complete the Tomcat installation process. When the installation completes, you will
be presented with the opportunity to start the Tomcat searid view the Readme file. It is OK to



start the service at this time (since we already put the needed configuration files in place), and it is a
good idea to review the Readme file.

Apache Tomcat Setup

N
Completing the Apache Tomcat B
Setup Wizard c

.org/

Apache Tomcat has been installed on your computer,

Chck Finish to close this wizard.

' Eun Apache Tomcat

http://) jakarta.apache

[V show Readme

o

e The Apache Jakarta Project

| S

&

N>
=

[ s | cancel |

Fig. 117 Tomcatinstallation is complete

Verify that the installation has added a new
it is running, and that it is set to start automatically.

Apache Tomcat Properties (Local Computer) E3
General | Log On | Recovery | Dependencies |

Servicaname:  Tomcatb

. Apache Tomcatl
DWW: . ache | omca

escrpbon: Bpache Tomea 6,0.13 Serves - x
L i/ tomeat apache. org/ j
Path to execirable; : e
;E‘\Apps\xotmat\bh\xomcd&m HRSH/T omcalb
Startup type: F&utom :]
Service status:  Stated

I =
You can speciy the stait patametess that apply when you dart the service

feom hete

l

o ] _owes | oo |

Fig. 121 The Apache Tomcat service

Test the Tomcat Installation

On the system where you installed Tomcat, launch a web browser and connect to
http://localhost:8080You should see the Tomcat home page display.



http://localhost:8080/

) Apache Tomcat - Microsolt Internet Explorer

(B Gt Yew Favotes Tods tep - | & |
OBk > O - () @) G Hseach iFsvores £ [0v w3 1
| Aeidress | ] hetpeflocaihos 8080] e ks ?
Apache Tomcat =
The Apache Software Foundation
http://www.apache.org/
If you're seeing this page via a web browser, it means you've setup Tomcat
successfully. Congratulations!
Tomcat Manager As you may have guassed by now, this is the default Tomcat home page [k can be
found on the local filesystem at or
$CATALINA_ HOME/webapps/ROOT/index.html
Release Notes where "SCATALINA_HOME" is the root of the Tomcat instafiation directory. if you're
Change Log : seeing this page, and you don't think you should be, then either you're either a user
Tomcat Docymentation who has armved at new instaliation of Tomcat, or you're an administrator who hasn't got
hisfher setup quite nght. Providing the Iatter is the case, please refer to the Tomeat
Documentation for more detailed setup and administration information than is found in
the INSTALL file.
NNTE: Far eacirifv roaeﬂn_e__u,inﬂ the admi:\iﬁ?ﬂﬁﬁg)ﬂ._ha_ﬂn iegﬁﬁqﬂ_ﬂ_\__ﬁ
[T N ocaliomranet 7

Fig. 131 Default Tomcat web page on port 8080

You should take a few moments to test the JSP and Servlet examyegytthat everything is
functioning properly.

3 ISP Examples - Microsolt Internet Explorer ]
Be Bk Tow oo oo e : : '
Q8 » ) - [} 3] 75| FSearch iFavorkes €5 (v w (3 =~
T T—— 2 e ks >

JSP Samples

-

Thus 15 a collection of samples demonstratimg the usage of different parts of the Java Server Pages (JSP) specification. Both J3P 2.0 and
JSP 1.2 examples are presented below

These examples will only work when these pages are being served by a servlet engne; of course, we recommend Tomcas They will not
work f you are viewing these pages wa a "fle/.. " URL,

To nawmgate your way through the examples, the followmng icons wll help

'h Execute the example
/ Look at the source code for the example
% Retuen to this screen

Tip: For session scoped beans 1o work, the cookies must be enabled. This can be done usmg browser ophons.

JSP 2.0 Examples

Expression Language

Basic Arthanetic k Execute P Sousce

b ) T NS o bt
Fig. 147 Testing the Tomcat installation

sile




Integrating 1IS and Tomcat

Since we adhere to strict Best Practice standards for IIS installations, | want to explain our
configuration before continuing. We do not useittegpubfolder structure at all. We instead create
awebfilesfolder on the application drive. In theebfilesfolder, we create a subfolder for each web
instance, including the Default instance. Each of these instance subfoldemsdizsibfolder that
becomes the root of the web instance. This provides some physical isolation between multiple web

instarces on a single systenit. also permits folders to be created within a web application that are
not directly part of the web structure.

Preparation

Before beginning the [IS/Tomcat integration, | prepared the 1IS web server to have a Default web
instanceand an application instance that would employ Tomcat. You can see this configuration in
Figs. 15 and 16. | placed simmefault.htnfiles in the root of each web instance that clearly
identified the web instance that was returning the page. The homenpagage reported that the

Default or Primary Production instance had replied. These pages helped in troubleshooting during
the integration process.

LI computer Management =3
=) e Action View Window  Help =gl
&= OR FER @6 2| » 80
= £ Internet Information Sarvices (115) Manager 4 | | Deseription | 1dentiier | stare | 1P address [ Port | ssiport | Stanus
%) Application Pools #9 Dofask webSte 1 Runnieg * AlUnassigned * 80
= ) Web Sites 2 L1uU web Ste 1661847341 Running 10.32.60.91 80

* Defaukt Web Site

l* LTU Web Ste

_J Web Sarvice Extensions :J
h

< | ]

Fig. 157 Web Site Configuration

% £\ WebFiles\LTU\Web

File Edt Wew Favortes Took Hebp o
QBack v ) - T | D seach [ Foiders | > 3 X B | [
| Address [ E:\WebFlesiLTU\Web > B o
Folders X | | Name + | Size | Type [ Date Modfied [ At
B 4 3% Flopey (&) VAR oetout.m | 1KB HTML Document 5/16{2007 4:02PM A
% <o Local Disk (C2) *] pagerror.of 3¥B  GIF Image 2[21/20036:48PM A
¥ <e» Pagefie (D)
= %o Apps {E:)
= ) Apps
® 2 Java
= ) WebFiles
& £ Default
= \Web
Sl Y
. Web —[:J
< | > < | i3

Fig 1617 Web Folder Structure

You do not have to ftdw this structure for the [IS/Tomcat integration to work. This information is
presented so that you can make sense of the remaining configuration settings and adapt them to your

environment. In many cases, you will need to point to web applicationseofdide default web
data structure!



File  Edit giew_ Favorites Tools Help ' "
QBack ~ ) v [x] 2] (0| O search zFavorites € | (v i
Address |@] http:/ftomtest] 3 &4 o ‘Links %

=

1

3 Tomcat Test Server - Primary Web

You have connected to the Production web instance of the
Tomcat test server, This page is being delivered by IIS 6.

=
f@j Done [_- [_- [_- [_- [— [g Local intranet 4

Fig 177 Sample Home Page to Identify Web Instance

[IS Configuration 1T jakarta Virtual Directory
All of the following configurations will take place in the [IS Management clenso
Create a virtual Idtherspeling and gasedsaignifieant! Thiejpathkshould a o

reference the location of the isapi_redirect.dll file (<TOMCAT>/bin/win32/i386 by default). Check
the Execute box.

virtual Directory Creation Wizard B virtual Directory Creation Wizard | |
Virtual Directory Akas 4_; Web Site Content Duectory é;
Specty a thod nams, o shan, foe thes vatual deectory .{ Whesee is the contert you want 1o publich on the Web site? <
Type tha shas you mart 10 wie 10 Gan sccass b the Wob vriul dracicey. Use the Erdat the path 1o the desclony that contains the cortent ke the Web e
2800 NaTEG Corvanbons That you would Boe narang & deacicey. Pok
Abaz [s \Apgrt\omeaf\bewen 320306 Browse
[vi sty
< Back I Bt > I Cancel < Back I'ﬁe&x) ] Cancel

Fig. 181 Virtual Directory Alias Fig. 191 Virtual Directory Path



virtual Directory Creation Wizard B

Virtual Directory Access Permizsi é&

Set the acoews pessmsnions Joe thes vitual deactary
Alow the lolowing pesmetsions

¥ Bexd

™ Run gosiphs (such 3 ASP)

' Sosscit (such a2 ISAFY sppleions or Col|
I e

I Biowss

To complete the wizard, chck Next

Bock [ Het> | Concat |
Fig. 207 Virtual Directory Access Permissions

IIS Configuration i Define Application Pool

It is recommended that each web instance run with its own application pool. If you are configuring
Tomcat to support an application web instance, create a separate application pooidat and
change the web instance configuration to utilize it.

LTU Web Site Propertics 2§ x|
Drecteey Seoxty | HTTPHeadee | CustomEros | AsonET |
webste | Peformance | 15401 Flers Hoce Directory l Documents |
The contant for this resturce chould come from:
% drectory located on this comprter
€ & ghare located on arcther comgatar
€ A radieection to s AL
Logd path: | EAwetFlesit U IWed Browse. .. |
™ Sorph source acess M Log vers
V gead V' Index this rescurce
e
I Deectoey browsing
Appication pool [D: | Tomeat AppPood Applk sion settings
ke ook et ; Appication nape: [Mumam Raetove |
= Lise dofosck sektings For new apeication podl Saeting porR: <LTU Web 520> i)
Pwmmmwxme Execste germissions: chtscﬂy ‘ll ——l
Apgication pool name: I'» S S ADDPO0! ;] Appleatinn poot: ('::r::;:;::;:-.i :J ol ]
LYU%}
[ ] _ oo | o | ok | o | mew | we |
Fig. 217 New Application Pool Fig. 227 Define applicéion pool
[IS Configuration T Web Service Extension
In the IIS Manager,right | i ck on t he Web Service Extensions
Extension. Enter an extension name of ATomcat
Al l owedcd,i ctkthag&iMMddo and browse to the path wher
file and click OK. Verify that the Tomcat ext

25).



New Web Service Extension [ X]

Type the name of the new Web service sxtension, and specify the files that
must be enabled for the extension to run.

Extension name:
[ Tomcat
Required fies:
Add file Ed
Enter the fie location and name.
Path to file:

v Set extension status to Allowed

| Cancel I Help I OK I Cancel I

Fig. 231 Add a web service extsion Fig. 241 Specify path to isapi_redirect.dll

Fig. 257 Web Service Extensions showing Tomcat extension and Allowed status

[IS Configuration i Define the Tomcat ISAPI Filter

The web instance needs to know that it should utilize the ISAPI redirection filter. This is done by
registering it in the application Wesite properties.

Open the properties panel of the web instance you are configuring to operate with Tomcat. Select the
| SAPI Filters tab and c¢click the Add button. S
location of the isapi_redirect.dll fil€lick OK. The status and priority values will not display (or

show A* Unknown *o0 ) wuntil the first time the
first time it is needed.



