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Background 
The Universal Login Script was developed with the original release of 16-bit KiXtart in 

1995. It’s called "universal" because it has been used at dozens of companies without the 

need for code modification since 1996. Of course, there have been enhancements over time 

to take advantage of new Kixtart functionality, but through all the years, the basic logic has 

remained unchanged. 

During 2006, the code was rewritten completely to meet our stringent coding standards. The 

original logic was preserved, but the script itself was made more modular, and the 

subroutines were converted to UDFs. The INI file format was also updated to use more 

flexible resource records.  

With over 15 years of deployment history in organizations both large and small, the 

Universal Login Script can accommodate almost any situation. It offers sophisticated 

capabilities to authorize access; powerful data rewriting to increase flexibility; and extensive 

logging and debugging features to aid in implementation and support. It can display 

messages in multiple languages, even adding new languages in just minutes. It supports 

custom messages or even no display at all, can process drive and printer connections, display 

network messages, and run commands all without writing a single line of code. 

Some key capabilities of the Universal Login Script include 

 Authorize access to resources by user privilege type, Active Directory Group or OU 

membership, Computer OU membership, or custom-coded attributes such as 

workstation name. 

 Connect disk and printer resources. 

 Display text messages with user-definable delays. 

 Run commands – even other Kixtart scripts that can use the functions in the core 

script! Commands can be run synchronously or asynchronously with the login 

process for utmost flexibility. 

 Alter the server, share, or path of a resource based on UserID, User OU, Computer 

OU, Site, or network subnet via Value Rewriting technology. 

 Control access based on Desktop or Laptop computer types. 

 Config files can be defined per site or even per user for maximum flexibility. 

 “Code-free” configuration – no scripting knowledge is necessary to deploy a 

sophisticated login script. Simply define Resource Records, test, and deploy. 

 Display messages in alternate languages, including user-defined messages. 

 Extensive documentation and examples. 

 Free and Paid support options get you up and running quickly. 

The login script is the one administrative tool that touches every user on your network. It 

should be reliable, flexible, and robust, all while being unobtrusive. This is exactly what the 

Universal Login Script provides. 
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Overview 
The Universal Login Script package consists of three required and up to three optional files. 

The core required files are the Kix32.exe script interpreter, the Kixtart.kix script, and the 

login.ini configuration file. All of these files must reside in the same folder within the 

netlogon share, where they can be replicated to all other Domain Controllers in your 

environment. The optional files extend the capabilities of the core script, and include 

UserLang.kix to provide custom language messages; UserProcess.kix to perform custom 

authorization processing, and UserDisplay.kix to display a custom welcome screen. 

Additional configuration files may be present as well. 

Here is the basic theory of operation: 

 The script is invoked by running Kix32.exe. The script engine looks for Kixtart.kix in 

the folder where it was started. 

 The login script looks in the startup folder first for userid.ini and then for login.ini. It 

will prefer the user-specific config file if it is present. A specific configuration file 

can be specified on the command line and will be used if present. 

 The script checks the user’s TEMP folder for a copy of the config file. If it is not 

present, or is different than the one on the server, the server config file is copied to 

the local computer, effectively caching the configuration. 

 Operational parameters such as the preferred message language, connection type, 

domain name restrictions, and message suppression are loaded from the config file. 

 If present, UserProcess.kix is loaded and initialized. 

 If defined by the config file, a language file is used to load progress messages. 

 If messages are not suppressed, the welcome screen is displayed using either internal 

messages or the UserDisplay.kix script. 

 If selected, previous disk and printer resources are disconnected. 

 The entire config file is parsed. The resource records are evaluated to determine if the 

user is authorized to access them. Any unauthorized record is ignored, and the rest are 

queued for processing. 

 The authorized resources are processed – drives are mapped; printers are connected; 

messages are displayed; and commands are run. If messages are authorized, they will 

be displayed even if output is suppressed. 

 If any connection or processing errors have occurred, a message is displayed 

recommending a call to the help desk, along with the error messages. These are 

displayed even if message display is suppressed. 

Starting the Login Script 

The most common method to initiate the login script is to simply define kix32.exe as the 

login script in the user’s A-D profile. You may wish to include the Kixtart.kix script name, 

but this is not necessary unless you are using version 4.60 of the Kixtart scripting engine. 

Some administrators still prefer to use a login.bat file to launch the script, but that is personal 

preference, and a sample login.bat file is included in the distribution. Like any other login 

script, you must define the login.bat script command in each user’s profile. 
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Special Capabilities & Features 
There are several special capabilities that the Universal Login Script offers that are not found 

in other login scripts. These might improve performance, extend the usability in larger 

environments, or handle special or unusual situations. 

Config-File Caching 

The login.ini file is cached on the local user’s computer to improve processing across WAN 

links. Once the script determines whether a user or system config file will be used, it checks 

the local computer for a copy of that file. If the local file does not exist, or is different than 

the one on the server, the server file is copied to the local system, where it is used directly 

until it needs to be updated again. Note that any modification of a local config file will cause 

the server copy to be downloaded when the script is invoked. This prevents users from 

running an unauthorized configuration. 

Internationalization 

Support for language-specific messages can be defined in the configuration file. Only the 

user messages are language specific, the debug messages are always in English. Languages 

can be set by defining the LanguageID parameter in the COMMON section of login.ini or 

through auto-detection of the user’s locale-based language setting. English, German, Dutch, 

Swedish, & Spanish languages are currently supported. Custom languages can be defined by 

editing the UserLang.kix file that is included with the package.  

User-Defined Resource Processing 

Customized resource processing can provide environment-specific methods of resource 

authorization. As each resource record is processed, all standard authorization evaluations are 

performed. Then, if the user-defined function is active, it is called so custom evaluations can 

be processed. Only one function is available, but it can be written to provide different 

functionality depending on the resource class, and even adjust based on custom resource 

values. This provides a high degree of customized control with a minimum of programming. 

One application for the user-defined process is machine-based processing. In a school, for 

example, the instructor might log in at one computer and need additional resources. Those 

resources can now be bound to the instructor machine instead of a user by granting access 

based on computer name or name fragment. 

Local Default Printer  

The ability to set a locally attached printer as the default is available by defining a local 

environment variable. Since the login script does not “map” this local printer, there is no 

resource record associated with it. The computer must employ a locally-defined System 

Environment variable called “DPRINTER”, and it must contain the exact printer name to be 

set as the default. This feature is especially useful when a user has a local printer for security 

or confidentiality reasons. It can also be used to override the selection of network printers, as 

this parameter has the highest priority when defining a printer’s default status. 
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Installation & Configuration Process 
Installing the login script is quite simple, and begins by using an off-line location to develop 

and test your configuration file.  

1. Start by extracting the distribution files to an empty development directory. 

2. Make sure that a DEBUG.TXT file exists in the development folder. This will force 

the login script to run in a special (Level 2) debug mode, which will only display the 

resource names and not actually process them. It will also force the script to use the 

login.ini file from the current directory, where you would be developing the 

configuration file. Normally, the login.ini file will be loaded from the same folder as 

where Kix32.exe was invoked. 

3. Review the documentation related to defining resource records, and examine the 

sample login.ini file to gain an understanding of how they work. You can run the 

KIX32 command right after extraction and the sample configuration file will be 

parsed in debug mode.  

4. Create a new login.ini file, using the sample and edit it to meet your requirements. 

Much of the COMMON section can be used as-is or with minor parameter changes. 

Launch KIX32.exe to run the script and review the mappings and processes that 

would be performed. When you are satisfied that your configuration file is working 

properly, you can continue with the installation process in your AD environment. 

a. If you plan to use the UserDisplay.kix to customize the initial greeting screen, 

review the section titled “Customizing the Initial Display Screen” later in this 

document. Create/edit the script and include it with your other files. 

b. Develop & test the UserProcess.kix script if you plan on using it. Refer to the 

section titled “Custom Resource Processing” for more details. 

c. If you need custom language support, edit the UserLang.kix file to define the 

messages in the language of your choice. See the “Custom Language 

Configuration” section for full details. 

5. Copy the files to your domain controller’s SYSVOL\domain\scripts folder, from 

where they will be replicated to other domain controllers. You will need the 

Kix32.exe, kixtart.kix, your customized login.ini, and – optionally – the login.bat file. 

Login.bat is needed only if you support legacy (Win9x) clients. You will also need to 

copy the UserDisplay.kix, UserLang.kix, and UserProcess.kix files if you use them. 

6. Using a test account, define the account properties to run the new login script. In most 

environments, all you need to do is reference kix32.exe. Note that Kix 4.60 has a bug 

that requires you to specify the login script name – “kix32.exe kixtart.kix”. 

7. To validate the process, on a test system, login with a normal (not test) account and 

create an empty file – LoginDebug.log – in the test user’s profile folder 

(%USERPROFILE%). Log off, and then log back on with the test account. The 

presence of the debug file will be detected, and status information will be written to 

that file. Verify that the appropriate devices were mapped, message files displayed, 

and extra scripts executed. Note that in this debugging mode, resources are mapped, 
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displayed, and executed as appropriate, and their action is logged to the log file. After 

verifying your configuration, you can deploy the login script to the remainder of your 

user population. Be sure to remove the LoginDebug.log file from your test system 

when you are finished debugging your script configuration.  

Note: As of version 2.7.5, you can add the parameter “--D” to the Kix32.exe 

command in the user profile to force debug mode on startup, eliminating the need to 

log in and create the log file manually. 

Note that any time you need to debug your script configuration, you can create the 

LoginDebug.log  file in your UserProfile folder. The mere presence of that file will cause the 

debug information to be written. The file is overwritten each time the script runs to prevent it 

from growing uncontrollably. 

You can also enable debugging system-wide by setting a DEBUG=Y parameter in the 

COMMON section of your config file. This is not generally recommended as it will enable 

debug logging for all users and can affect performance. This will create a debug file in every 

user’s profile folder. Since the presence of that file itself enables debugging, turning this on 

just once will enable debugging for ever user’s logon until the local file is deleted AND the 

setting removed from the configuration file! This setting, therefore, should be used with 

extreme caution! 

System Policy Settings 

We strongly recommend that any logon script be run visibly so the user is aware of any 

connection or processing errors, and run synchronously so that all mapped resources are 

available before the user begins working. 
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The Login Configuration File 
The configuration file consists of three types of records.  

 The first type of record – the common record – defines the overall script configuration 

parameters, and is defined in the COMMON section.  

 The second type is a Resource record, which defines network resources that can be 

connected to, displayed, or executed. There are many resource records, usually one 

for each resource configuration to be processed. Realize that there could be multiple 

records for one drive letter, or for one share, depending on the authorization 

qualifications that you define. 

 The third type is a Lookup record. This is used by Value Rewriting to translate a user 

name, site name, OU string, or network address into some part of the resource value. 

You may have as many lookup records as you need. There is also a special Lookup 

record called DEFAULTPRINTER, which allows overriding the default printer 

selection on a per-computer basis. 

All records are maintained in login.ini, which is a standard INI format file. While the 

configuration file allows for a wide range of customization, there is one feature that allows an 

extreme level of customization – per-user scripts. If the login script finds a userid.ini file, it 

will use that file for the user instead of the standard login.ini. This feature should be used 

only when all other configuration options are exhausted, as the maintenance of this process 

can be overwhelming. It is, however, an excellent way for one user (you!) to test a new 

configuration file prior to deploying it to the user community! This per-user configuration is 

also great for administrators so that custom drive and script resources are processed for their 

admin accounts. 

An alternate configuration file can be specified on the command line with --I name. The 

.INI extension is not used. This method is useful when site or division-specific configuration 

files are desired. 

The login.ini configuration file is located by determining which folder Kix32 was invoked 

from. This provides a simple yet effective method of providing different configuration files 

within a single Active Directory domain. For example, there might be three unique divisions 

within the Fabricam.com domain – Widgets, Gadgets, and Thingamajigs. Each division has 

its own servers, but of them are all in the same domain. The login configuration can be 

simplified considerably by creating a subfolder for each division. The NetLogon share would 

have a Widgets, Gadgets, and Thingamajigs folder. Each folder would contain a copy of 

Kix32.exe, the login script Kixtart.Kix, and a unique Login.INI file. User profiles would 

specify the path to kix32. For example, instead of simply placing “kix32.exe” in the login 

script field of the user’s profile, users in the Widgets division would have 

“widgets\kix32.exe”, while users in the Gadgets division would have “gadgets\kix32.exe”.  

The use of the command line to specify a config file is equivalent to using a subfolder with 

the standard login.ini file, and the specific use is left to the administrator. In the above 

example, specifying kix32.exe kixtart.kix --i widgets would have the same effect as 

using a widgets subfolder and specifying widgets\kix32.exe kixtart.kix. 



7 

 

Common Configuration Parameters 
These parameters are contained in the COMMON section of the configuration file. All of 

these values are optional, and control general operation of the login script. 

 ConnType – optional – A comma-delimited list that defines the permitted connection 

types – CON (Console), RDP (Terminal Server), or ICA (Citrix). If this record is 

defined, only connection types that match one of the entries in this comma-delimited 

list will run the login script. For example, if you do not want users of your Citrix 

server to run this login script, specify “CONNTYPE=CON,RDP”, excluding the 

Citrix ICA connection class. You can also specify the connection type restriction on a 

resource by resource basis. If ConnType values are specified for the common 

parameter and the connection type does not match, the script will exit silently without 

any messages being displayed. If the string is blank, then no restrictions are enforced. 

 HDMessage – optional – A string displayed when errors are encountered, informing 

the user how to contact the help desk. This message should be relatively short, and 

should include contact info such as a phone number or extension. 

 ClearDriveMappings – optional – A Boolean value that determines if the script 

should clear persistent drive mappings before mapping drives. Specific drives can be 

excluded by defining the IgnoreDriveMappings parameter. This parameter (and all 

other Boolean parameters) can be defined as “Y” or “N”. 

 IgnoreDriveMappings – optional – A string of drive letters that should not be 

unmapped when ClearDriveMappings is true. This is useful when a range of drive 

letters is permitted for persistent ad-hoc mapping. The drive letters should be 

delimited with commas. 

 ClearPrinterMappings – optional – A Boolean value that determines if all printer 

mappings should be cleared before mapping printers. 

 ForceVisible – optional –  A Boolean value that forces the login script to run in a 

visible, maximized window. This setting overrides the Group Policy “run login script 

minimized” by forcing the console to be a maximized, foreground window. 

 MinimumDisplayTime – optional – Force the login script window to display for the 

defined number of seconds. Useful in very fast environments – especially virtual 

systems – where there is insufficient time to view the status information that is 

displayed during login. The maximum allowed value is 10 (seconds). Any value 

specified that is greater than 10 is forced to 10. This value is measured from when the 

script starts running, so if the script takes 11 seconds to complete, no additional delay 

will be added. If you desire an additional display time, which might be useful for 

debugging, you can create a Kix script and CALL it via the last COMMAND record 

that sleeps for the additional seconds that you desire. 

 FlushTokenCache – optional – A numeric value defining the number of days that 

can elapse before the Kix32 token cache is flushed. The cache-flush takes effect on 

the next login, since Kix32 is already running this process. 
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 OUOffset – optional – A value that defines the element in the DN string that 

uniquely identifies the unique department or divisional OU. See Path Rewriting for 

more information. The value defaults to 1, assuming that a user DN string looks 

something like: 

  CN=user name,OU=Users,OU=Dept,DC=contosso,DC=com 

In this case, the desired OU contains “Dept”, and is the second OU element. Using a 

zero base, that element has an ordinal of 1. 

 PCOUOffset – optional – Same as OUOffset, but for the workstation name 

 LanguageID – optional – Defines the language for user messages. If the value is 0 or 

undefined, the script will attempt to display messages in the language defined by the 

user’s Locale setting. See the appendix for a table of Locale values that can be set. 

Not all Locale languages are available, but language files can be generated at no 

charge if a translation is provided. 

 

Up to nine core languages are built into the script. Additional language files are 

loaded dynamically when needed. The messages are displayed in English when a 

required language is unavailable. See the readme.txt file for the most current list of 

supported languages.  

 

The LanguageID value may also contain Rewrite:Lookup values. Instead of a specific 

numeric value, the parameter can be one of the following: 

o “&SITE:LanguageTable&” to perform AD-Site-specific language settings 

o “&OU:LanguageTable&” for OU-specific language settings 

o “&SUBNET:LanguageTable&” for subnet-specific language settings 

A Lookup record matching the referenced name (“LanguageTable” in the example 

above) must be created with the values to associate the Site, OU, or Subnet to specific 

language IDs. 

 

It is recommended to allow dynamic language selection whenever possible. 

 RunSilent – optional – Suppresses all script output except for MESSAGE records 

and error messages. Causes the ForceVisible option to be ignored. Note that if Group 

Policy is set to run the login script minimized, any system messages may not be seen 

at all if RunSilent is selected. Messages and errors are not suppressed by RunSilent. 

Note that using GPO to run the script minimized is not recommended as errors will be 

displayed but unseen in the minimized window. 

 LPHardMap – optional – When true, remaps printers that are already connected. 

The default is soft-mapping, which will not remap a printer that is already connected. 
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 AllowedDomains / DeniedDomains – optional – lists of domains where the login 

script is permitted or denied. This is useful where inter-domain trusts exist for 

authentication but access to “home domain” resources may be blocked. The login 

script will simply abort with an “invalid domain – script terminated” message after 

the initial user information is displayed. The MinimimDisplayTime parameter is 

honored, insuring that the user can understand why the script terminated. Only one 

parameter may be used – either a list of allowed domains or a list of denied domains! 

This is not required when you have multiple domains, but only when logging into 

trusted domains. 

The DEFAULTPRINTER Section 
This section is a lookup table, but is not associated with any Value Rewrite parameter. Its 

purpose is to allow the centralized management of setting per-computer printer defaults. In 

concept, it works similarly to the DPRINTER environment variable to define a default 

printer, but without the need to configure each computer.  

Note that this setting cannot be used to define a locally attached printer as the default – the 

use of the DPRINTER environment variable is still required for this purpose. 

The format of this section is simply <ComputerName>=<PrinterResource>, where the 

computer name is the standard  NetBIOS computer name, and PrinterResource is the full 

UNC path to the printer resource. 

The general concept for use of this feature is to define one or more printer resources. These 

resources can set the Default Eligible status as needed, allowing the printer to become the 

default printer for most systems. A small group of computers can then override the default 

printer setting by creating an entry in the DEFAULTPRINTER lookup table. 
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Resource Records 
There are four basic types (classes) of resource records found in the configuration file. These 

include Disk, Print, Message, and Command records. Disk records map to network disk 

resources. Print records are used to connect to network printer resources. Message records 

are used to display the contents of text files, usually for outage notifications. Command 

records execute other processes, which can install or remove software, or customize the 

target computer. Note that commands are executed in the user’s security context. If a user is 

not a member of the local Administrators group, many commands and installations may not 

be successful. We recommend that the command resources be limited to customizing the 

user’s workstation environment. 

Resource Record Format 

All resource records follow a standard format beginning with a Resource Identifier and 

followed by two or more parameter/value pairs. A typical Disk resource record is shown 

here: 

[RESOURCE_ID] 

CLASS=DISK 

PATH=\\server\share\subfolder 

TARGET=S: 

DESC=Share identifier string 

GROUPS=group1,group2,Group3! 

This will map the shared disk resource to the user’s S: drive if the user is a member of 

group1 or group2. The user cannot be a member of group3, however. The mapped drive will 

be labeled as “Share identifier string”, which will be visible in Explorer. 

It is critical that each Resource ID be unique! If duplicate Resource IDs are present in the 

config.ini file, duplicate entries will be ignored. 

Note that different classes of Resource Records have different number of required 

parameters. For example, DISK records require CLASS, PATH, and TARGET parameters, 

while PRINT records only require CLASS and PATH parameters.  

[RESOURCE_ID] 

CLASS=PRINT 

PATH=\\server\Printer23 

DESC=high speed laser printer 

OUS=Corporate HQ 

SETDEFAULT=y 

This example will map the high speed laser printer to all users in the “Corporate HQ” OU 

and set it as the default printer. The DESC parameter is not used by the login script and is 

present only for identification purposes. 
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Resource Core Parameters 

Resource records consist of the following parameters that define the type and location of the 

resource. The content of each value may differ based on the class of resource being defined. 

 CLASS – required – This defines the type of resource record. Values must be one of: 

o DISK – defines a shared disk resource. 

o PRINT – defines a shared printer resource. 

o MESSAGE – defines a message resource file that will be displayed.  

o COMMAND – defines a command resource file that will be executed. 

 PATH – required – Defines the path to the remote resource. Path Rewriting is 

supported for all resource classes. Paths for all resource types may include 

environment variables, which are expanded before use.  

Message and Command path values have a special feature that auto-locates files 

within the NetLogon share. If the path is rooted – beginning with a “\\” or “d:\”, the 

actual path is used. If the path is unrooted, if the file cannot be located in the defined 

location, the \\%USERDOMAIN%\NetLogon share is checked. If the file is found 

there, the path value is updated to define the location within the NetLogon share. File 

names can be prefaced with an unrooted path to define subfolders within the 

NetLogon share. 

o Disk – A UNC path referencing the network disk resource, usually in a  

“\\server\share” format, but it can also include additional path values for deep-

mapping as supported on Windows 2000 and higher environments.  

Can also be the literal string “HOME”, which refers to the user’s home folder 

as defined in Active Directory. The HOME mapping is ignored by 32/64-bit 

systems in AD domains (where it is mapped automatically) but can be defined 

so a mapping reference is displayed in the login script console. If the login 

script is run outside of the login process (ie – manually after a VPN 

connection) the HOME value will be looked up and mapped via the login 

script if it is defined in the user’s profile. 

o Print – The UNC path referencing the network printer resource 

o Message – The path to the message text file to display in the login script 

console window. The file format must be plain text. Each message is 

terminated with a line of dashes, and a default delay of 2 seconds is performed 

unless a specific delay is defined.  

o Command – The path to the command file to run, without any arguments. 

Arguments are specified in the ARGS parameter.  

 TARGET – class-specific – Defines the target identifier that the resource will be 

mapped to.  

o Disk – required – The local drive letter. 

o Print – optional – The local LPT# device name (rarely used), used to support 

DOS/Legacy applications. LPT1-LPT9 can be defined. 
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 DESC – optional – Defines a description for this resource. Value Rewriting is 

supported with both direct and lookup based rewrites. 

o Disk – On Windows XP and higher systems, the mapped share will display 

this description in Windows Explorer. As such, it should usually be kept short 

- 30 characters is a good maximum length.  

o Message – A small text header that precedes the actual file content 

o Command – If specified, the message “Please wait while <DESC> runs” is 

displayed. If DESC is not specified, the entire command path is used in the 

“please wait” message. The DESC parameter is recommended to provide a 

more meaningful message to the end-users. 

 PRIORITY – optional – A numeric value used to decide which resource will be used 

when multiple resource records compete for a single target. Numerically higher 

values have higher priorities. 

o Disk – Defines the priority of this resource record. For example, you might 

define a network share that will map to “T:” for most users, and define it with 

a priority of 1. If a small group of users require a different connection to their 

“T:” drive, you could define their resource record with a priority of 2 and their 

resource will take precedence when they log in. 

o Print – Used in a similar fashion to Disk resources, but applicable only when 

an LPT# device name is used as a target. 
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Access Control Parameters 

The next group of parameters control access to the resource. If none of the parameters are 

defined, the user will be permitted access. If any of the parameters defined prevent access to 

the resource, a connection to the resource will not be made, even if other parameters allow it. 

This follows the general concept of “most restrictive” security. These values are supported by 

all resource classes. 

 USERS – optional – A string value containing a list of user IDs who are authorized to 

access this resource. When the current user ID is matched to one of the string 

elements, the resource is permitted and all other authorization checks are bypassed. 

 PRIV – optional – A general permission level that controls access to the resource. 

The value, either ADMIN or NOGUEST, provides a gross level of access control to 

the resource. When set to ADMIN, access is permitted only when the user has admin-

level access (Local or Domain). When set to NOGUEST, access is not permitted to 

users with Guest level access. This is useful in a workgroup environment where 

network groups are not available or for very small networks where you want to apply 

simple restrictions to the shares. This works well with the Message resource to 

remind anyone with Admin rights to use extra care during the login session. 

 GROUPS – optional – A comma-delimited list of AD Groups whose members are 

permitted access to the resource. If the user is a member of any of the listed groups, a 

connection to the resource will be permitted. There are modifiers available to this 

parameter that change the group membership association from permitted to 

mandatory. If mandatory membership is enabled, the user must be a member of every 

specified group. A second modifier performs exclusion, which defines that the user 

must NOT be a member of the specified group(s). There are many combinations of 

group specifications and modifiers to tailor the access to the resource. These 

modifiers are discussed in detail later in this manual. 

 OUS – optional – A comma-delimited list of OU names. Permits mapping when the 

user is a member of any of the specified User OUs.  

 COMPUTEROUS – optional – Permits the mapping when the user’s PC is a 

member of any of the specified computer OUs. 

 SITES – optional – A comma-delimited list of Active Directory site names. Members 

of a site that appears in the list will be permitted access to the resource.  

 CONNTYPE – optional – A comma-delimited list that defines the permitted 

connection types – CON (Console), RDP (Terminal Server), or ICA (Citrix). The 

connection type is determined when the login script starts. If the current connection 

type can be matched with the parameters specified in the list, a connection to the 

resource will be permitted. If CONNTYPE is undefined, than any method is allowed. 

 LAPTOP – optional – A Y/N Boolean setting that, when defined, restricts the record 

to laptop or non-laptop systems. WMI is used to determine if the system contains an 

active battery. A “Y” value will restrict the record to laptop systems, while a “N” 

value will restrict the resource to non-laptop systems. 
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 LOGIC – optional – A string value containing “OR” which is used to control how 

User Group and User OU access controls are resolved. Under normal conditions, a 

user must meet the requirements of all qualifiers. In the case where both Group and 

OU parameters are defined in a single resource record, the user must be qualified by 

both sets of parameters. There are times where this is too restrictive – the share 

should be mapped by either OU or Group membership. Setting the LOGIC value to 

“OR” will relax the matching requirements, requiring just an OU or Group parameter 

match. 

Note that using an OR Logic parameter with mandatory group membership will fail if 

the user is not a member of a specified mandatory group. Defining mandatory groups 

and an OU list with OR logic – while technically not an error – would have no 

practical value. 

Special Resource Parameters 

The following parameters are used only by certain resource classes. 

 DELAY – optional, Message class – Used to override the default 2-second delay. 

Any positive value can be specified, including zero for no delay at all.   

 COLOR – optional, Message class – Used to define the color of the foreground text 

in message displays. Allowed color definitions are Blue, Green, Cyan, Red, Magenta, 

Yellow, and White. Only the bright colors are supported. If the color specified is 

invalid, or is not specified, White will be used. The background color cannot be set.  

 ARGS – optional, Command class – Any arguments required by the defined 

command. Environment variables may be referenced in the argument string. Value 

Rewriting may be used with the ARGS parameter, with one caveat. When Value 

Rewriting cannot find a matching lookup value, the entire parameter value is cleared 

(since a value without its lookup component is likely invalid). This means that ALL 

arguments will be cleared if a lookup cannot be resolved. To prevent errors, the logic 

employed will then clear the COMMAND entirely if a Value Rewrite lookup 

parameter cannot be resolved.  

 METHOD – optional, Command class – Defines the method of execution from 

within KiXtart 

o Call – calls another KiXtart script in the current script context (variables are 

preserved in the new KiX script!) 

o Run – runs an external process, the KiXtart login script does not wait for the 

specified command to complete. 

o Shell – runs an external process, the KiXtart login script waits for the 

specified command to complete. This is the Default Action!  

 USER_name – optional, all classes – User-defined resource record value, used by 

the UserProcess.kix script. Multiple name values are permitted. 

 SETDEFAULT – optional, Printer class - Defines the resource as the default printer. 

The printer name and share name must be the same for this option to work. This value 

supports the following parameters: 
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o Y The printer will be marked “Default Eligible” 

o N (or undefined) The printer will not become “Default Eligible” 

o Soft The printer will become “Default Eligible” if a default printer 

is not already defined 

o ByGroup:list The printer will become “Default Eligible” if the user is a 

member of a group defined in the list. 

o ByOU:list The printer will become “Default Eligible” if the user is a 

member of an OU defined in the list. 

o ByCOU:list The printer will become “Default Eligible” if the computer is a 

member of an OU defined in the list. 

o ByCGroup:list The printer will become “Default Eligible” if the computer is a 

member of a group defined in the list. 

In all cases, “list” is a comma-delimited list of AD objects. Unlike the OUS, 

COMPUTEROUS, or GROUPS parameters, the “+” and “!” qualifiers are not 

permitted and, if used, will cause the match to fail. 
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Group and OU Processing 
Using Active Directory Groups and OUs to perform resource processing can provide a high 

degree of flexibility. All four types of resource records support Group and OU processing. 

There are four forms of processing, as described below. The following examples show group 

based mapping, but apply the same way to OU based mapping. Group and OU processing 

can be used separately or together, permitting complex configurations to be achieved. In 

addition, Computer OU membership can be used independent of User Group & OU 

matching. 

1. The simplest form – Allowed Groups or OUs 

The form GROUP=group1,group2,group3… or OUS=ou1,ou2… will cause the 

resource record to be processed if the current user is a member of at least one of the 

listed groups or OU names. The resource record will be skipped if the user is not a 

member of any group or OU listed.  

2. Mandatory Groups 

A modifier can be used to require membership in two or more groups.  

The form GROUP=+,group1,group2 would require that the current user be a member 

of both groups. The leading “+” is used to indicate mandatory membership in all 

listed groups, and can be used alone or as the leading character of any group name. 

The “+” modifier has no value if only one group name is defined. 

Since a user can only be a member of one OU, this attribute does not apply to OU 

processing. 

3. Membership Negation (Exclusion) 

A “!” modifier can be used to indicate negation. If a “!” is placed in front of the 

argument name, the resource would be processed if the user was not a member of the 

named group or OU. For example,  

GROUP=!group1 

would process the resource for everyone except members of group1, while 

GROUP=+,group1,!group2 

would process the resource for anyone who was a member of group1 but NOT a 

member of group2. Note that for OU processing, being a member of an OU that is 

excluded will result in access to the resource being denied. 

4. Action Negation (Reversal) 

If a “!” modifier is placed at the end of the argument name, it reverses the action of 

the resource. For example:  

GROUP=group1!,group2 

would prevent the resource from being processed if the user was a member of group1, 

even if they were a member of group2. 

 

The greatest power of Group and OU Processing comes when you combine the logic. You 

can process a resource when a user is a member of one group AND expressly not a member 

of another group (GROUP=+,group1,!group2). Many complex variations are possible. The 

sample configuration file shows how most users map a data share to G:, but certain users 

map another share to G: and the data share to F: using group-based processing.   
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Connection Processing ï CAUTION! 
Each resource record has several parameters that control the processing and ultimate 

authorization of the resource for mapping. These include PRIV, GROUPS, OUS, SITES, and 

CONNTYPE. All of these are optional, but if any are specified, the conditions must be met. 

Multiple parameters can be defined, in which case, all conditions must be met. It’s possible, 

therefore, to specify that a resource requires Admin privilege, membership in a specific 

group or groups, membership in a specific OU, and only when logging into a Citrix 

connection. Clearly, care must be exercised when specifying more than one parameter set!  

When things don’t work as expected – simplify! It’s best to approach defining resource 

record access properties in a minimalistic fashion. Use just an OU list, or a group list when 

possible. While there are enough options to work out nearly any access scenario, there are 

enough options to get you into trouble, too. 

Note that the default method to process a record containing both Group and OU definitions is 

to permit access only if a user is a member of the defined group(s) and a member of one of 

the defined OU(s). The optional parameter LOGIC=OR can modify this method. In the case 

of LOGIC=OR, the user can be a member of one of the defined OUs or one of the defined 

groups. This can reduce the number of resource records for shares that must be mapped based 

on either OU or Group membership. The use of mandatory groups should be avoided when 

employing OR based logic. 

When you employ Computer OU matching, the logic is independent of User group or OU 

matching. That is, it is equivalent to specifying a Site, Priv, or other qualifier. If you specify a 

Computer OU and no match is found, the resource is not mapped, regardless of whether User 

OU or Group matching would allow a connection. 

Carefully consider the use of mandatory, negation, and inversion operators, and how they 

interact with the LOGIC setting. Most important is the understanding of the exclusion 

operator (!object). 

 When evaluating groups, the Mandatory flag decides if exclusion denies access to the 

resource or not. If Mandatory is not set, and the user is a member of an excluded 

group, the script will ignore the setting and continue looking for other group matches. 

If none are found, the resource will be skipped, but if a match is found in another 

group in the list, the resource will be mapped. When Mandatory is set, membership in 

an excluded group will immediately deny access to the resource. 

 When evaluating User or Computer OUs, the Mandatory flag has no effect, since an 

object may not be a member of multiple OUs. Special processing is done when 

multiple OUs are listed with exclusions which has the effect of the Mandatory flag 

being set. That is – if the object is a member of any excluded OU, the access is denied 

and additional processing is not performed. 

Basically, if you use excluded groups, processing is relaxed unless you use the Mandatory 

flag. If you use excluded OUs, the processing is strictly enforced. 
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Value Rewriting & Lookup Records 
Value Rewriting is a powerful capability that allows the administrator to dynamically adjust 

the content of a resource parameter based on a user, group, AD-Site, OU, or even network 

subnet. Two common uses for this are mapping each department’s share to the same drive 

letter, and mapping printers based on subnet or group. Value Rewriting technology is 

available to PATH, DESC, ARGS, and LANGUAGEID parameters. 

Lookup records are used by the Value Rewriting feature. When the parameter contains a 

special Value Rewrite Lookup token, the value is changed to reflect the values in the 

corresponding lookup record.  

For example, the PATH value defined by the resource records usually references a specific 

location within the network. There are times, however, when a resource needs to be tailored 

to a specific user, AD Site, User OU, Computer OU, or Network Subnet. Value Rewriting 

provides nine different methods for altering the resource path.  

Path Rewrites are triggered by a token in the parameter value with the format 

  &TYPE[:lookup]&  

“TYPE” is one of the nine types listed below, and “[:lookup]” is an optional parameter that 

defines the lookup table to use.  

Substitutions are basic rewrites that simply substitute the macro with the name associated 

with the TYPE. Lookups are table-based substitutions that replace the macro with the value 

determined by a lookup table. 

Lookup-based rewrites are the most powerful method, and an example might best illustrate 

the capability. This example of USER based lookup rewrites uses the UserID to locate a 

value in the lookup table.  

There are times that JSmith and her team need access to one subfolder of a share, and other 

users need access to different subfolders. Even though they are a team, there might not be a 

related AD group that can be used for association with a share. User ID Rewriting combined 

with lookup records provides this powerful functionality.  

 

A User ID Rewrite record looks like this: 
PATH=\\server\share\&USER:MAP03& 

 

A lookup record, placed anywhere in the configuration file, might contain the following 

value definitions: 
[MAP03]  

JSmith=project_X  

PWhite=project_X  

MBlack=project_X 

TGreen=project_X 

 

Now, when any of those users log in, they will receive a connection to the share 

“\\server\share\project_X”. If an ID Mapping does not exist, the connection to the share is not 

made. Thus, only the four people listed will connect to that share. Note that the name defined 



19 

 

in the &USER:xxx& must match the name of the lookup table – in the example above, the 

User lookup table name is “MAP03”. Any name can be used so long as it is unique. 

Value Rewrite Types 

1. User ID Substitution 

Token syntax: &USER& 

This method allows the user ID of the person logging in to be placed into the resource 

path. A lookup record is not used. 

If PATH=\ \ server \ share \ &USER& is defined in the configuration file, and JSmith logs 

in, the path that will be mapped will be “\\server\share\jsmith”.  

2. User ID Lookup 
Token syntax: &USER:table_name& 

The user’s login ID is used as a lookup value in the defined lookup table. If a value is 

found, it replaces the entire token. If a value is not found, no connection is made to 

the resource. 

3. Site ID Substitution 
Token syntax: &SITE& 

This form causes the Active Directory Site name to be substituted for the token. A 

lookup record is not used.  

4. Site ID Lookup 

Token syntax: &SITE:table_name& 

This form causes the current Active Directory Site name to be used as a lookup value 

into the named lookup table. If a value is found, it replaces the entire token. If a value 

is not found, no connection is made to the resource. 

5. User OU Substitution 
Token syntax: &OU& 

This form causes the user’s OU name to replace the token in the string. A lookup 

record is not used. 

6. User OU Lookup 
Token syntax: &OU:table_name& 

This form causes the user’s OU to be used as a lookup value into the named lookup 

table. If a value is found, it replaces the entire token. If a value is not found, no 

connection is made to the resource. 

7. Computer OU Substitution 
Token syntax: &COU& 

This form causes the local computer’s OU name to replace the token in the string. A 

lookup record is not used. 



20 

 

8. Computer OU Lookup  

Token syntax: &COU:table_name& 

This form causes the user’s OU to be used as a lookup value into the named lookup 

table. If a value is found, it replaces the entire token. If a value is not found, no 

connection is made to the resource. 

9. Computer Name Substitution 
Token syntax: &HOST& 

This form causes the computer’s name to replace the token in the string. A lookup 

table is not used.  

10. Computer Name Lookup 
Token syntax: &HOST:table_name& 

This form will cause the computer’s name to be used as a lookup value into the 

named lookup table. If a value is found, it replaces the entire token. If a value is not 

found, no connection is made to the resource.  

11. Network Subnet Lookup 
Token syntax: &SUBNET:table_name& 

This form will cause the local computer’s IP address to be logically ANDed with the 

corresponding subnet mask. The resulting Network Address will be used as a lookup 

value into the named lookup record. Direct substitutions are not available for subnet 

based rewrites. All locally defined IP addresses are evaluated. If an exact network 

match is not found, a default resource can be defined via “0.0.0.0=text”. If this default 

parameter is not specified, the resource is ignored. 

 

Map Value Recursion 
Value rewrites are processed recursively, allowing one lookup to reference another lookup. 

Up to ten passes are performed, although more than ten replacements are possible due to how 

the replacements are processed. 

Each parameter that supports Value Rewriting is passed through the MVLookup function. 

This makes one pass, checking for each of the nine replacement values in the sequence 

described above. Thus, if an OU:map lookup replaces the value with a SUBNET:map 

lookup, the subnet lookup will be processed in the same pass, as it comes later in the 

sequence. If that subnet lookup replaces the string with a USER:map lookup, a seconds pass 

through the MVLookup function will be performed. This will be repeated until 10 passes 

through MVLookup are performed, or no more lookup values are detected in the string. If 

lookup values still exist after 10 passes, the resource is ignored. 

The need for recursive Value Rewriting is rare, but supported for large, complex 

environments. Due to the complexity of creating nested Value Rewrite tables, extensive 

testing is strongly recommended. 
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When multiple replacements are made to a value, the debug log will show each individual 

replacement. For example, an OU to Subnet to User nested lookup will be shown in the log 

as: 

Processing TEST 

    OK to process this resource! 

   MVLookup: &OU:test1&\Share 

   MVLookup: &SUBNET:TEST2&\Share 

   MVLookup: &USER:test3&\Share 

 Translated: \\personalFS\Share 

 Translated: ByOUbySubnetByUser 

Note that “MVLookup” is reported 3 times, followed by the “Translated” data that ultimately 

resulted from the 3 replacements. The second “Translated” data is the DESC value. Since it 

has no MVLookup values before it, no translations were performed on this data. 

Special Consideration for OU-Based Rewriting 

When specifying an OU, you must define the OUOffset value in the login.ini file. This 

specifies which OU field in the DN string should be used. For example, if a User’s OU string 

returns “OU=Users,OU=Support,OU=IT,DC=domain,DC=dom”, the user’s OU will be 

regarded as “Support”, with an offset of 1. This is a fairly common configuration. 

 If the structure places the Users at a higher level, such as “OU=Support,OU=IT, 

OU=Users,DC=domain,DC=dom”, the OU name is still “Support”, but the index is now 0 

(zero) because the most specific OU is in the first position. 

Most OU structures will use an offset of either 0 or 1. If one value doesn’t work the way you 

expect, try the alternate. By viewing a standard DN string, ignore the CN field, and count the 

OU fields (starting with 0) until you find the offset of the OU component you want to use. 

The offset value is used only by the Value Rewrite functions because the primary OU that the 

user is a member of must be determined. When using OUs to determine if a resource should 

be connected, the OUOffset is not used. Each OU defined in the list is checked against the 

user’s entire DN string to find a match. Thus, if a resource record contained an “OUS=Users” 

directive, the resource would likely map for every user, since nearly every user has an 

“OU=Users” component in their DN string! 

Special Consideration for Subnet Rewriting 

When using Subnet Rewriting, you must carefully identify the network address. For example, 

if a computer’s address is 172.16.1.48 and the subnet mask is 255.255.254.0, the network 

address is 172.16.0.0. Thus, a lookup record for this network might look something like 

172.16.0.0=\\server0\share. 0.0.0.0=\\server\share can be used as a default replacement value. 

Note that you cannot specify subnets or supernets, as the network address is calculated based 

on the local computer’s address and netmask. If multiple subnets need access to the same 

share, you will need to create multiple lookup records, one for each network. 

Rewriting for DESC values 

The same rules for Path Rewriting apply to Description values, including lookups. This is 

useful when customizing the mapped drive description. For example, if you use OU based 



22 

 

Path Rewriting to lookup a department’s share, you could set the description to use a simple 

OU rewrite so the department name is in the description. 

[Sample Dept Share] 

CLASS=DISK 

TARGET=G: 

PATH=&OU:DEPT& 

DESC=&OU& Share 

[DEPT] 

IT=\\fileserver1\ITshare 

HR=\\fileserver2\HRshare 

Compound Rewrites 

Compound rewrites can be used. For example, you might want to lookup a share name by 

OU and then specify the subfolder of that share by userid: 

PATH=&OU:DEPT&\&USER&$ 

Compound Rewrites can also be done through the lookup value itself. For example, in the 

config file we use for testing, we find: 

# TEST OF NESTED LOOKUPS - USE WITH CARE!! 

# The OU lookup returns a SUBNET lookup, which returns a USER lookup 

# the nesting can end at any time by returning a server name  

# (see the Region6 and 10.32.80.0 lookup values) 

[TEST18] 

CLASS=DISK 

TARGET=T: 

PATH=&OU:test18a&\share 

DESC=Map by OU, then Subnet, then User lookups 

 

[TEST18a] 

Corporate=&SUBNET:test18b& 

Region6=\\fileserver 

 

[TEST18b] 

10.32.80.0=\\servefiles 

172.16.12.0=&USER:test18c& 

 

[TEST18c] 

George=\\fileserver1\Accounting 

Mary=\\fileserver1\IT 

Of course, we use legitimate name, subnet, and OU values for testing. 
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User-Defined Resource Processing 
There are certain situations where even the versatility of the standard script cannot meet all 

of the specific requirements to control resource mapping. User-defined processing is a 

method that allows the administrator to write their own code and have it executed by the 

login script. Two sample scripts have been provided that perform similar workstation name 

matching. One is very basic and the other is a bit more complex. 

Resource Processing Concepts 

The login script reads each resource record and utilizes the following sequence to decide if 

access to a resource should be granted. As soon as a deny access condition is met, no further 

checks are performed and the next resource record is evaluated. The process repeats until all 

resource records have been examined. The process for evaluating a single resource is: 

1. Assume that access is permitted. 

2. If PRIV is defined and not met, deny access. 

3. If CONNTYPE is defined and not met, deny access. 

4. If LAPTOP is defined and condition is not met, deny access. 

5. If SITES is defined, check site membership and deny access if not a site member. 

6. If COMPUTEROUs is defined, perform Computer OU matching. Deny access if no 

match is found. 

7.  If GROUPS is defined, evaluate membership. Set GROUP deny- access-flag if 

requirements not met and continue processing. 

8. If OUs is defined, check membership, Set OU deny-access-flag if user is not a 

member & continue processing. 

9. Evaluate LOGIC value 

a. If LOGIC is “AND” or undefined and either the GROUPS or OUS f deny-

access-lag is set, deny access. 

b. If LOGIC is “OR” and both GROUPS and OUS deny-access-flags are set, 

deny access 

Note that checks 7 and 8 do not actually set a Deny until step 9. At this point, if no means to 

deny access to the resource has been determined, the resource can be mapped. The final 

check will be performed only if the user-defined script has been detected and loaded at login 

script startup. 

10. Perform optional User-Defined process 

a. If  $USERPROCESSACTIVE value is true, call the UserProcess() function, 

passing resource record ID and Class values. 

b. The user defined function runs, returning 0 if resource is permitted or 1 if it is 

denied. 

11. If resource access is allowed, add the resource to the allowed list and continue 

processing additional records 
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Configuring User-Defined Resource Processing 

There are three requirements to implement user-defined processing: 

1. The Kixtart script UserProcess.Kix must be present in the login script folder where 

Kix32 and the kixtart.kix script reside. 

2. The script must set a global variable “$USERPROCESSACTIVE” to a non-zero 

value (ie: 1). The variable must be set as soon as the script is called and not by the 

function so that it can indicate that user-defined processing should be used. 

3. The script must contain a function called UserProcess, which must accept two 

arguments – the name of the resource record and the resource class value. It must 

return a value of 0 ($UserProcess=0 and not “Exit 0”) if access to the resource is 

permitted or a value of 1 if access is denied. 

A sample UserProcess.kix script is provided which illustrates several key methods, 

including: 

 Properly defining the USERPROCESSACTIVE variable value. 

 Accessing the current resource record values. 

 Use of USER_name values in the resource record. 

 Comparing part of the workstation name to the user-defined value. 

 Returning values to allow or deny access. 

The actual code implemented by the user can be as simple or complex as required, so long as 

the three key requirements are met. While a single method is shown in the example script, 

multiple methods can be implemented by using a USER_ACTION value. This can then 

define which block of code or functions should be executed on a record by record basis. 

The UserProcess.kix script may contain additional user-defined functions to support the 

requirements. Care should be exercised to avoid duplicate function and global variable 

names! Review the readme.txt file for a list of function and global variable names. Of course, 

the user is free to call any internal function they may find useful, and read any global 

variable. Changing global variables may cause unpredictable results and should be avoided. 
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Customizing Language-Specific Messages 
Language files allow the messages to be customized on a user by user basis. Up to 190 

distinct languages can be supported, based on standard language locale values. English, 

German, Spanish, Dutch, and Swedish languages are built-in to the core script. 

To define a new language, copy the supplied UserLang.kix sample file to a new filename 

using the format LSL_####.LNG, where “###” is the language locale ID. Locale IDs are 

listed in Appendix 1. Edit the file, replacing the sample English messages with the 

appropriate language-specific text. Be sure to retain the macros (&1&) in the message 

strings, as these are replaced with data from the PC, user environment, or network 

environment. 

Despite having a .LNG file extension, these are indeed Kixtart scripts, and can be tokenized 

to prevent anyone from modifying them without authorization. In fact, tokenizing the file 

after testing is complete is highly recommended. 

The language files should be placed into the same shared folder as the rest of the login script 

files. If a language file cannot be located when needed, English messages will be displayed. 

Sample .LNG Message File 

The comments at the top of the script below illustrate the intended message and the values 

that will replace the macro tags in the actual message strings. When you modify the message 

file, be sure to edit the $MSGTXT variables and not just the comments! 

Pay particular attention to the use of apostrophes and other grammatical marks when 

creating a new language file! 

; 'Kixtart v' @KIX ' login script processor version ' $VERSION  

; ' running ' $INIFILE '.' 

;  'Logon accepted for ' @FULLNAME ', validated by '@LSERVER 

; ' with ' @PRIV ' access rights in the ' @DOMAIN ' domain.' 

; 'OS Type: ' @PRODUCTTYPE ' / Version '  @DOS  

; 

$MSGTXT[0] = 'Kixtart v&1&, login script version &2&' 

$MSGTXT[1] = ' running &1&.' 

$MSGTXT[2] = 'Logon accepted for &1&, validated by &2&' 

$MSGTXT[3] = ' with &1& access rights in the &2& domain.' 

$MSGTXT[4] = 'OS Type: &1& / Version &2&' 

; 

; Drive, Printer, and Command messages 

$MSGTXT[5] = 'Clearing prior drive mappings.' 

$MSGTXT[6] = 'Clearing prior printer mappings.' 

$MSGTXT[7] = ' - Done!' 

$MSGTXT[8] = 'Connecting network drives: ' 

$MSGTXT[9] = 'Connecting network printers: ' 

$MSGTXT[10] = ' - Default!' 

$MSGTXT[11] = 'Please wait while &1& runs...' 

$MSGTXT[12] = 'Errors encountered during login processing!' 

$MSGTXT[13] = 'Invalid domain, script terminated.' 
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Customizing the Initial Display Screen 
The login script can be configured to display as much or as little general information as 

possible. While most users tend to ignore this (they usually know who they are!), the 

information is very useful to the help desk and technical staff.  

When the login script first starts, it displays some information about the Kixtart executable 

and script versions, INI file location, User and privilege info, Domain name, and O/S info. 

This information is fairly basic. Before displaying this information, the screen is cleared and 

text color set to bright white on a black background. The result of the resource connections 

are displayed in green if they are successful, and red if errors occur.  

The display can be easily customized by placing a UserDisplay.Kix script in the same folder 

as the login script files. If this file is present, it will be used instead of the default messages. 

A sample file is included in the login script package (which is identical in content and format 

except for the color, so you can tell that the external script is being used). 

The script should be limited to output statements that display informational messages in 

specific colors. The use of complex code at this point is discouraged as it may interfere with 

or be affected by script initialization. Use of the AT command to position the cursor is also 

discouraged, as further messages indicating the status of mapped drives and printers, as well 

as the output of message files and possibly even commands will follow. 

Acceptable commands include: 

 Color 

 All Kixtart macros (NoMacrosInStrings is active!) 

 Output strings and the newline command (?) or macro (@CRLF) 

 Defined variables – see the readme.txt file for a list of variables of interest. 

(NoVarsInStrings is active!) 

 ReadProfileString($INIFILE, ‘CUSTOM’, valuename) 

You can add values to the CUSTOM section of the LOGIN.INI file, and this will 

output them to the screen. If you read the parameter into a variable, you must declare 

your variable before it is used. (Explicit is active– declare your variables!) 

 MessageBox() 

This might be a good place to place an acceptable-use message and require 

acceptance by the user before logging in. Be sure to use a timeout, or avoid using this 

login script feature with any account running automated tasks. 

 Beep 

 GetDiskSpace – to generate a warning about low disk space 

Note that the use of other commands at this point could affect the operation of the login 

script. If you have any login issues after implementing this script, we strongly recommend 

that you rename this file and use the default messages to determine if the display script is 

causing the problem. 
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Debugging 

Two levels of debugging are provided to assist in development of your configuration or 

diagnosing user login problems. 

Level 1 Debugging 

With level 1 debugging enabled, the login script runs normally, but writes diagnostic 

information to %USERPROFILE%\LoginDebug.log. This level of debugging is actually 

enabled simply by creating the %USERPROFILE%\\LoginDebug.log file on the target 

system. The data in this log is overwritten each time a user logs in to prevent the file from 

growing continuously. 

Note the OU String, OU Offset, and User OU values, which can be used to verify that the 

OU based Path Rewriting is configured properly. 

A diagnostic log generated from the sample login.ini is shown below: 

Updating cache...  

========================================================= 

2008/12/07  -  13:50:14 

          Kixtart: 4.53 

          Version: 2.7.1 

         INI File: .\login.ini 

             User: First Last / userid 

         Language: (1) / English (United States) 

           Locale: 1033 

      LoginServer: \\DC05 

           Domain: MYDOMAIN 

       User OU DN: OU=Standard Accounts,OU=Users,OU=MYDOMAIN,DC=mydomain,DC=lan 

   User OU Offset: 1 

          User OU: User Accounts - Special 

  Wkstn OU Offset: 0 

      Wkstn OU DN: OU=Corp,OU=Wkstns,OU=Computers,OU= MYDOMAIN,DC=mydomain,DC=lan 

         Wkstn OU: Corp 

       Logon Mode: 1 

           Laptop: 0 

     Detected O/S: Windows Vista Business Edition / Version 6.0 

        Privelege: ADMIN 

        ScriptDir: K:\LoginScripts\Pkg / K:\LoginScripts\Pkg 

         StartDir: K:\LoginScripts\Pkg 

     User Process: 0 

     Session Type: Console 

      Debug Level: 2  

 

Processing HOME 

    OK to process this resource! 

  MVLookup: HOME 

Translated: HOME 

  MVLookup: Home Share 

Translated: Home Share 

 

Processing TEST1 

    OK to process this resource! 

  MVLookup: \\server\share 

Translated: \\server\share 

  MVLookup: Basic connection 

Translated: Basic connection 
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Processing TEST2 

    OK to process this resource! 

  MVLookup: \\server\share 

Translated: \\server\share 

  MVLookup: NoGuest connection 

Translated: NoGuest connection 

 

Processing TEST3 

  requires ADMIN privilege - skipping. 

 

Processing TEST4 

 Eval: 0, Man: 0, IM: 0, IA: 0, InG: 0 

  No match in allowed group group1 - ignored. 

 Eval: 0, Man: 0, IM: 0, IA: 0, InG: 0 

  No match in allowed group Domain Admins - ignored. 

 Eval: 0, Man: 0, IM: 0, IA: 0, InG: 0 

  No match in allowed group group2 - ignored. 

 

Processing TEST5 

 Eval: 8, Man: 8, IM: 0, IA: 0, InG: 0 

  Not member of mandatory group group1 - exiting. 

 

Processing TEST6 

 Eval: 8, Man: 8, IM: 0, IA: 0, InG: 0 

  Not member of mandatory group Group5 - exiting. 

 

Processing TEST7 

 Eval: 8, Man: 8, IM: 0, IA: 0, InG: 0 

  Not member of mandatory group group1 - exiting. 

 

Processing TEST8 

 Eval: 12, Man: 8, IM: 4, IA: 0, InG: 0 

  Not member of excluded mandatory group group1 - continuing. 

 Eval: 8, Man: 8, IM: 0, IA: 0, InG: 0 

  Not member of mandatory group Group5 - exiting. 

 

Processing TEST9 

 Eval: 10, Man: 8, IM: 0, IA: 2, InG: 0 

  Not member of mandatory group group1, but Reverse Action - continuing. 

 Eval: 8, Man: 8, IM: 0, IA: 0, InG: 0 

  Not member of mandatory group Group5 - exiting. 

 

Processing TEST10 

 Eval: 14, Man: 8, IM: 4, IA: 2, InG: 0 

  Non-member of mandatory excluded group group1, but Reverse Action - exiting. 

 

Processing TEST11 

 Eval: 0, Man: , IM: 0, IA: 0, InG: 0 

  No match in allowed OU My OU - ignored. 

 Eval: 0, Man: , IM: 0, IA: 0, InG: 0 

  No match in allowed OU OU2 - ignored. 

 

Processing TEST12 

 Eval: 0, Man: , IM: 0, IA: 0, InG: 0 

  No match in allowed OU My OU - ignored. 

 Eval: 0, Man: , IM: 0, IA: 0, InG: 0 

  No match in allowed OU OU2 - ignored. 

 Eval: 0, Man: , IM: 0, IA: 0, InG: 0 

  No match in allowed OU Systems Engineering - ignored. 
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Processing TEST13 

 Eval: 1, Man: , IM: 0, IA: 0, InG: 1 

  Member of allowed Computer OU Workstations - continuing. 

    OK to process this resource! 

   MVLookup: \\server\share 

 Translated: \\server\share 

   MVLookup: Map by ComputerOUs - valid 

 Translated: Map by ComputerOUs - valid 

 

Processing TEST14 

 Eval: 0, Man: , IM: 0, IA: 0, InG: 0 

  No match in allowed Computer OU Systems - ignored. 

 No match in required Computer OU membership - skipping. 

 

Processing TEST15 

    OK to process this resource! 

   MVLookup: \\server\&COU& 

 Translated: \\server\Corporate 

   MVLookup: Map by Computer OU Rewrite 

 Translated: Map by Computer OU Rewrite 

 

Processing active resources: 

   Disk: D      \\server\share 

   Disk: E      \\server\share 

   Disk: F      \\server\share 

   Disk: G      \\server\share 

   Disk: H      HOME 

   Disk: Q      \\server\share 

   Disk: R      \\server\Corporate 

 

The header shows the date & time that the entry occurred as well as some information about 

the computer and environment. Following that are the resource records that were processed 

and evaluated. The data on the MVLookup lines represent what was read from the config 

file, while the Translated lines represent the result of any Value Rewrite process. Both the 

PATH and the DESC lines are processed by MVLookup. 

The Test8 resource record has some more complex parameters for Group or OU processing. 

The result of the individual evaluations is written to the log in an Eval line. 

Processing TEST8  <– the name of the resource record is identified 

  Eval: 12, Man: 8, IM: 4, IA: 0, InG: 0   

These are the flags defined by resource processing.  

EVAL is the sum of the other 4 flags. 

Man is the value of the Mandatory Membership flag, either 0 or 8. When set to 8, it indicates 

that the user must be a member of the named group.  

IM is the value of the Inverse Membership flag, either 0 or 4. When set to 4, it indicates that 

the user must NOT be a member of the named group. 

IA is the value of the Inverse Action flag, either 0 or 2. When set to 2, it inverts the resource 

action. That is, if the user is a member of the named group, the action that would normally 

occur will not. This option is not regularly used, but is available for special situations.  

InG is the value of the In Group flag, and it indicates that the user is a member of the named 

group or OU. 
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Below each Eval: line will be the result status, which describes the conclusion of the logic 

process, and the action that will be taken. The action is one of: 

Ignored – An access restriction is defined but the current evaluation returned neither an 

Allow nor Deny result. Further processing will occur to determine if access to the resource 

will be permitted.  

Continuing – The current evaluation returned an Allow result. The resource will be 

permitted as long as any further evaluations do not return a Deny result.  

Exiting – The current evaluation returned a Deny result. Access to the resource will be 

denied and no further processing will occur 

If no restrictions were specified, or an Allow condition was met when restrictions were 

specified, the message “OK to map this resource” will appear. 

The last section of the log lists the resource records that are being processed. 
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Level 2 Debugging 

Level 2 debugging is enabled by creating a file called debug.txt in the same folder where the 

login script was executed from. During level-2 debugging, no resources are actually mapped, 

and no commands are executed. The commands used to perform the resource actions are 

displayed/logged so they can be verified prior to use in a production deployment. A 

LoginDebug.log file is created automatically when Level 2 debugging is active. 

Error Logging 

If any errors occur during login processing, error messages are written to the 

%UserProfile%\loginerrs.log file. Resources that fail to map are displayed in red. If message 

output is suppressed and errors occur, a window will open with the error messages displayed 

in red. 

Any time an error message is displayed during login, the window will remain open for 15 

minutes or until a key is pressed. The Break setting is also enabled to allow the user to close 

the login script window without causing a logoff. 
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Sample Processes and Procedures 

Configuring Branch Office or Department Shares 

Assumptions: 

 Each branch office or department is defined by a unique OU 

 The OUOffset is properly defined based on the configuration of your DN string. 

 Branch offices have specific share folders (\\server\shares\Dept_12) 

 Branch office shares all map their primary share to the same drive letter (S:) 

The first step is to define the share entry in the configuration file that uses Path Rewriting: 

[DeptShare] 

CLASS=DISK 

TARGET=S 

PATH=&OU:DeptMap&   <- this is the path rewrite entry, defining the DeptMap record. 

A set of mapping records is also required. If you have already configured a department share 

and mapping records, and are simply adding mapping for a new department, the resource 

record and mapping record will already exist. Identify the Path Rewrite section and just add a 

record for the new branch to it.  

[DeptMap] 

Dept 11=\\server\shares\Dept_11 

Dept 12=\\server\shares\Dept_12 

This configuration will identify the OU that a user is a member of, search the mapping record 

table for a match, and connect the share that was found (if any) to the target drive letter. 

The first time you create a rewrite map table, you need to enter all of the department OU 

names. Later, as new departments or branch offices are added, you simply add a new entry to 

the rewrite map table, linking the share resource to the department’s OU. 

Note: The rewrite table does not need to be an entire UNC path. If you have multiple file 

servers with identical shares and resources, the lookup can be simply the server name, which 

would allow the same lookup table to be used for several paths being rewritten. Similarly, 

you might have one file server with several per-department shares. This is especially useful 

with Site or Subnet rewrites. For example:  

 
[DeptShare] [DeptShare] 

CLASS=DISK CLASS=DISK 

TARGET=S TARGET=S 

PATH=&OU:DeptMap&\share PATH=\\server\&OU:DeptMap& 

[DeptMap] [DeptMap] 

Dept 11=\\server11 Dept 11=Dept_11  

Dept 12=\\server12 Dept 12=Dept_11  

The left column illustrates basic server name substitution while the right column illustrates 

share name substitution. 
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Adding a Second Department to an Existing Share 

Another common scenario is when a “parent” department needs access to “child” 

departments. One example might be that the “Accounting” OU members need access to their 

“Accounting Dept” share, but also the “Receivables” share that the AR department uses. 

Locate the resource record for the Receivables share: 

[ARDeptShare] [ARDeptShare] 

CLASS=DISK CLASS=DISK 

TARGET=S TARGET=S 

PATH=\\server\receivables PATH=\\server\receivables 

OU=AR Dept OU=AR Dept,Accounting Dept  

Add the “,Accounting Dept” OU name to the list of OUs that can access this share. Once this 

is done, users of both departments will be able to utilize this drive mapping after the next 

logon. 

Compound Value Rewrites 

Compound rewriting is a powerful concept that significantly extends the resource mapping 

process. For example, you might have several departments that need access to departmental 

shares. If each department is represented by an OU, this becomes a fairly simple OU:table 

type lookup. If, however, you need to change the server that you connect to based on the 

network subnet that the user is in, a compound, or recursive lookup can be employed. 

The simple vs compound / recursive lookups would be: 

[DeptShare]  [DeptShare]  

CLASS=DISK CLASS=DISK 

TARGET=P TARGET=P 

PATH=&OU:DeptByOU& PATH=&OU:DeptByOU& 

 

[DeptByOU]  [DeptByOU]  

OU1=\ \ server \ share1  OU1=&SUBNET:Dept1BySubnet& \ share1  

OU2=\ \ server \ share2  OU2=&SUBNET:Dept2BySubnet& \ share2  

 

  [Dept1BySubnet]  

  192.168.32.0= \ \ server1  

  192.168.34.0= \ \ server2  

 

  [Dept2BySubnet]  

  192.168.32.0= \ \ server1  

  192.168.34.0= \ \ server2  

In the first example, members of OU1 are simply mapped to \\server\\share1. In the second 

example, members of OU1 perform a lookup that points to a department specific subnet 

lookup. The ByDeptOU defines the share name but requires a recursive lookup to define the 

server. The second lookup sets the server name. Thus, if a user is in OU1 and in the 

192.168.34.0 network, their resource would be mapped to \\server2\share1. 

 

file://server2/share1
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Feedback 

We welcome your feedback – comments & suggestions from our users is how the products 

we produce improve. You can contact us at info@innotechcg.com – please use “Login 

Script” in the subject line to help route it quickly to the right team. In the past year, user 

suggestions have resulted in improvements such as 

 Division-specific config files 

 Multi-language support 

 Subnet-based Path Rewriting 

 User-defined access controls 

 Per Computer printer defaults 

Support 

Having problems making something work the way you want? Drop us a line! Users of our 

login script can make use of two free email-based support instances. We’ll help you find a 

solution to those tough resource allocation challenges, or debug why a resource isn’t 

mapping as you might expect it to. 

We also offer commercial support, ranging from setting up your entire configuration file to 

writing custom enhancements. Fees are reasonable and payable through PayPal and most 

credit cards. Support is available via email (24x7 with 24-hour response) or by phone 

(weekdays, 7am-10pm, EST).   

See our web site for current support rates. 

When you request support, please include the following items in a Zip file attachment: 

 A copy of your login.ini file 

 A LoginDebug.log file with the result of a login or test process.  

(create an empty %USERPROFILE%\LoginDebug.log and log in) 

  Any error files that result from a login process – see 

%USERPROFILE%\LoginErr.Log. A capture of any O/S error messages on the 

screen would also be helpful.  

Send your question and Zip file to support@innotechcg.com, with a subject line of “Login 

Script Support”. Although unnecessary, feel free to obfuscate any server names in your 

configuration and log files. 
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Appendix 1 

Language Locale IDs 
These are the ID numbers that represent the various language locale IDs. To support Danish 

language messages, for example, a file called lsl_2067.lng would be placed into the netlogon 

share where the login script files are.  

1078 Afrikaans 

1052 Albanian 

1118 Amharic (Ethiopia) 

5121 Arabic (Algeria) 

15361 Arabic (Bahrain) 

3073 Arabic (Egypt) 

2049 Arabic (Iraq) 

11265 Arabic (Jordan) 

13313 Arabic (Kuwait) 

12289 Arabic (Lebanon) 

4097 Arabic (Libya) 

6145 Arabic (Morocco) 

8193 Arabic (Oman) 

16385 Arabic (Qatar) 

1025 Arabic (Saudi Arabia) 

10241 Arabic (Syria) 

7169 Arabic (Tunisia) 

14337 Arabic (U.A.E.) 

9217 Arabic (Yemen) 

1067 Armenian 

1101 Assamese 

2092 Azeri (Cyrillic) 

1068 Azeri (Latin) 

1069 Basque 

1059 Belarusian 

2117 Bengali (Bangladesh) 

1093 Bengali (India) 

5146 Bosnian 

(Bosnia/Herzegovina) 

1026 Bulgarian 

1109 Burmese 

1027 Catalan 

3076 Chinese (Hong Kong S.A.R.) 

5124 Chinese (Macau S.A.R.) 

2052 Chinese (PRC) 

4100 Chinese (Singapore) 

1028 Chinese (Taiwan) 

1050 Croatian 

4122 Croatian 

(Bosnia/Herzegovina) 

1029 Czech 

1030 Danish 

1125 Divehi 

2067 Dutch (Belgium) 

1043 Dutch (Netherlands) 

1126 Edo 

3081 English (Australia) 

10249 English (Belize) 

4105 English (Canada) 

9225 English (Caribbean) 

16393 English (India) 

6153 English (Ireland) 

8201 English (Jamaica) 

5129 English (New Zealand) 

13321 English (Philippines) 

7177 English (South Africa) 

11273 English (Trinidad) 

2057 English (United Kingdom) 

1033 English (United States) 

12297 English (Zimbabwe) 

1061 Estonian 

1080 Faroese 

1065 Farsi 

1124 Filipino 

1035 Finnish 

2060 French (Belgium) 

11276 French (Cameroon) 

3084 French (Canada) 

9228 French (Congo, DRC) 

12300 French (Cote dIvoire) 

1036 French (France) 

5132 French (Luxembourg) 
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13324 French (Mali) 

6156 French (Monaco) 

14348 French (Morocco) 

10252 French (Senegal) 

4108 French (Switzerland) 

7180 French (West Indies) 

1122 Frisian (Netherlands) 

1071 FYRO Macedonian 

2108 Gaelic Ireland 

1084 Gaelic Scotland 

1110 Galician 

1079 Georgian 

3079 German (Austria) 

1031 German (Germany) 

5127 German (Liechtenstein) 

4103 German (Luxembourg) 

2055 German (Switzerland) 

1032 Greek 

1140 Guarani (Paraguay) 

1095 Gujarati 

1037 Hebrew 

1279 HID (Human Interface 

Device) 

1081 Hindi 

1038 Hungarian 

1039 Icelandic 

1136 Igbo (Nigeria) 

1057 Indonesian 

1040 Italian (Italy) 

2064 Italian (Switzerland) 

1041 Japanese 

1099 Kannada 

1120 Kashmiri 

1087 Kazakh 

1107 Khmer 

1111 Konkani 

1042 Korean 

1088 Kyrgyz (Cyrillic) 

1108 Lao 

1142 Latin 

1062 Latvian 

1063 Lithuanian 

2110 Malay (Brunei Darussalam) 

1086 Malay (Malaysia) 

1100 Malayalam 

1082 Maltese 

1112 Manipuri 

1153 Maori (New Zealand) 

1102 Marathi 

1104 Mongolian (Cyrillic) 

2128 Mongolian (Mongolia) 

1121 Nepali 

0 None 

1044 Norwegian (Bokmal) 

2068 Norwegian (Nynorsk) 

1096 Oriya 

1045 Polish 

1046 Portuguese (Brazil) 

2070 Portuguese (Portugal) 

1094 Punjabi 

1047 Rhaeto-Romanic 

1048 Romanian 

2072 Romanian (Moldova) 

1049 Russian 

2073 Russian (Moldova) 

1083 Sami Lappish 

1103 Sanskrit 

3098 Serbian (Cyrillic) 

2074 Serbian (Latin) 

1072 Sesotho 

1113 Sindhi 

1115 Sinhalese (Sri Lanka) 

1051 Slovak 

1060 Slovenian 

1143 Somali 

1070 Sorbian 

11274 Spanish (Argentina) 

16394 Spanish (Bolivia) 

13322 Spanish (Chile) 

9226 Spanish (Colombia) 

5130 Spanish (Costa Rica) 

7178 Spanish (Dominican 

Republic) 

12298 Spanish (Ecuador) 

17418 Spanish (El Salvador) 

4106 Spanish (Guatemala) 
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18442 Spanish (Honduras) 

3082 Spanish (International 

Sort) 

2058 Spanish (Mexico) 

19466 Spanish (Nicaragua) 

6154 Spanish (Panama) 

15370 Spanish (Paraguay) 

10250 Spanish (Peru) 

20490 Spanish (Puerto Rico) 

1034 Spanish (Traditional Sort) 

14346 Spanish (Uruguay) 

8202 Spanish (Venezuela) 

1072 Sutu 

1089 Swahili 

1053 Swedish 

2077 Swedish (Finland) 

1114 Syriac 

1064 Tajik 

1097 Tamil 

1092 Tatar 

1098 Telugu 

1054 Thai 

1105 Tibetan 

1073 Tsonga 

1074 Tswana 

1055 Turkish 

1090 Turkmen 

1058 Ukrainian 

1056 Urdu 

2115 Uzbek (Cyrillic) 

1091 Uzbek (Latin) 

1075 Venda 

1066 Vietnamese 

1106 Welsh 

1076 Xhosa 

1085 Yiddish 

1077 Zulu 

 

 


